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Privacy is all about PROTECTION
Protecting the Personally Identifiable Information of Our Patients and Employees.
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Laws Governing Privacy Workforce Responsibilities
Clear Desk Practices

[image: ]
Emailing and Electronic Communications Mailing PII and Sensitive Information Recording – Taping Conversation
Telephone Communications/ Facility Directory Opt-Out

[image: ]
Releasing Copies of Patient Medical Records Completing Medical Forms/Statements Requests to Amend Medical Records
[image: ]
Disciplinary Actions/Sanctions for Privacy Act Violations Reporting Privacy Complaints and Violations


The CMCVAMC Privacy Office


The Privacy Officer is always available to answer any questions that you may have regarding the information in this Guidebook, or any Privacy matter.
Extension 4311
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PRIVACY OFFICE

As VA employees we all have a legal obligation to protect the personal information of all patients and employees. You must report all actual or potential incidents involving patient medical and personal information to your Privacy Officer as soon as possible.
As the Facility Privacy/FOIA Officer, we are assigned the responsibility for developing facility privacy policies consistent with national Privacy policies and monitoring compliance with such privacy policies. We review and audit all programs and clinic activity at the facility on a periodic basis to ensure compliance with facility and VHA privacy policies.
If you find one of these notices on your workstation or PC, it is because we observed a serious Privacy violation in your work area. A report will be sent to your supervisor who will be contacting you soon after.

Our goal is not necessarily to punish but rather to educate and eliminate any deficiencies in our privacy practices that would compromise the Privacy of our patients and employees.

	







Please read and review the following Privacy memorandums and VHA publications that will help you to better understand your role in protecting patient and employee privacy.

· [image: ]Clear Desk Practices
· Completing Medical Forms/Statements
· Disciplinary Actions/Sanctions for Privacy Violations
· Electronic (Email/Text messaging) Communications
· Laws Governing Privacy
· Mailing PII and Sensitive Information
· Releasing Copies of Patient Medical Records
· Reporting Privacy Complaints and Violations
· Standing Request Letters
· Taping/Recording Conversations and Taking Photographs
· Telephone Communications (with patients)
· CMCVAMC Privacy Policy
· Workforce Responsibilities

PRIVACY is all about PROTECTING Personal Information!
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Laws and VHA Policy Governing Privacy

The Freedom of Information Act (FOIA) of 1966
Compels the release of reasonably described VA records or a reasonably segregated portion of the records to any person upon written request.


The Privacy Act of 1974 - A federal law that places restrictions on the federal government's collection, use, and dissemination of personal information.
· Provides for the confidentiality of personal information about an individual.
· Prohibits disclosure of any record unless specifically authorized.
· Provides rights to the individuals to whom the personal information pertains.


The Health Insurance Portability and Accountability Act (HIPAA) of 1996
A federal law that protects health information. All healthcare providers, health organizations, and government health plans that use, store, maintain, or transmit patient health care information are required to comply with the privacy regulations of the HIPAA law.


38 U.S.C 7332 - Confidentiality of Drug Abuse, Alcoholism and Alcohol Abuse, Infection with the Human Immunodeficiency Virus, and Sickle Cell Anemia Medical Records
Prohibits use or disclosure and for the confidentiality of Drug Abuse, Alcoholism and Alcohol Abuse, Infection with the Human Immunodeficiency Virus (HIV), and Sickle Cell Anemia medical records and health information.

All above available at: http://www.gpoaccess.gov/uscode/index.html


CMCVAMC VAMC Privacy Policy
Establishes responsibilities and procedures for the privacy protection of information that is collected, maintained, used, disclosed, amended, and/or disposed by the staff and systems of this facility.


http://vaww.CMCVAMC.va.gov/Policies/BusinessPolicies/BUS-40.pdf
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Workforce Responsibilities in Safeguarding Personally Identifiable Information

1. All workforce members may access and use information contained in VHA records as required for their official duties related to treatment, payment, and health care purposes.
2. All individuals who use or gain access to VA information systems or sensitive information must sign and adhere to the Rules of Behavior, which bind them to the legal and moral responsibility of preventing unauthorized disclosure.
3. This facility has established sanctions, which are applied against members of its workforce as appropriate, for failures to comply with privacy policies and procedures and Rules of Behavior. (Sanctions)
4. All individuals who have access to sensitive information are responsible for:
a. Accessing the minimum necessary data for which they have authorized privileges and on a need-to-know basis in the performance of their official VA duties.

b. Protecting an individual’s rights to privacy and ensuring proper use and disclosure of information. All workforce members will be held accountable for compliance with these policies, procedures, and applicable laws.

c. Appropriately safeguarding printed and electronic III.

d. Reporting complaints and/or violations of privacy policies or procedures to the Privacy Officer in a timely manner.

e. Consulting the Privacy Officer for guidance in privacy situations.

f. Vista Sensitive Information Warning. If the warning shown below appears before patient or employee information is displayed, DO NOT answer YES unless you are absolutely sure that you have the proper right to access and “need to know” level of authority to view the information that is going to be displayed.*SENSITIVE*	*SENSITIVE*
***WARNING***
***RESTRICTED RECORD***
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * ** * * * * * * ***
· This record is protected by the Privacy Act of 1974 and the Health  *
· Insurance Portability and Accountability Act of 1996. If you elect	*
· to proceed, you will be required to prove you have a need to know.	*
· Accessing this patient is tracked, and your station Security Officer   *
· will contact you for your justification.	*
* * * * * ** ** * * * ** * * * * * *** * * *** * * *** * * *** * * *******
Do you want to continue processing this patient record? No//




[image: ]
[image: ]         Proceeding without the appropriate authority will be considered a Privacy Violation requiring sanctions.
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Clear Desk Practices

Every member of our CMCVAMC staff has a responsibility to protect the personal information of every veteran, patient, and employee. In order to reduce the risk of loss or unauthorized access to VA sensitive information we are all expected to apply the following Clear Desk Practices to our daily routines:
· [image: ]Remove, when left unattended, all VA sensitive information, in any form, from office desktops, workstation areas, patient check in/out stations.
· Retrieve and remove printouts of PHI and PII from fax machines and printers ASAP.
· Place all sensitive information in locked files, drawers, or cabinets before leaving for the day.
· Always close and lock your office door, even if it’s just to go to an area printer or fax machine.
· Always log off or lock your computer before leaving it unattended.
Some of you use these cardboard boxes, or other containers, to temporarily store your “sensitive material” - and then later take them to a shredder bin. Please remember to empty

[image: ]	[image: ]	[image: ]	[image: ]
these containers DAILY, and before leaving, so that PHI nor PII, is not left unsecured in   your office or workstation.  Please do not place patient information in your personal files or lockers.
[image: ]Please place all PHI and PII printouts that are no longer needed in Shredder Bins.




Privacy/FOIA Office
Room A154B (new location) Ext	4311


5


[image: ]Department of Veterans Affairs
CMCVAMC VAMC	Memorandum Privacy Office
Electronic Communications (email and text messages)

Communications with patients can only occur in person, by telephone or in writing until a secure messaging system is established. Text messaging and placing appointments on Microsoft Outlook calendars have all been disapproved until proper security standards can be obtained by VHA.
The HIPAA Privacy Rule allows providers to use alternative means of communication, such as email, with appropriate safeguards. Doctors and other healthcare providers may continue to communicate with patients via email. Both the HIPAA Privacy and Security Regulations require providers to use reasonable and appropriate safeguards to “ensure the confidentiality, integrity, and availability” of any health information transmitted electronically, and to “protect against any reasonably anticipated threats” to the security of such information. Therefore, a covered entity is free to continue using email to communicate with patients, but should be sure that adequate safeguards, such as encryption, are used. §§ 164.522(b)(1)(I), 164.306(a)(1)-(2)

Emailing – What to do if a patient wants to use email to communicate with VA?

1. We have no control over what a patient may send you via emails. If a patient includes sensitive information about themselves, it is at their discretion alone and at their own risk.
We do however have a legal obligation to safeguard that information once received.
a. Do not use the REPLY button, use a NEW email screen. Their email may contain their sensitive information and using REPLY will transmit that same unencrypted text. Here are two examples of how you may answer their emergency questions:
Example A: Patient emails requesting refill of a prescription. Your reply can be:
“Your prescription has expired; please call 800-461-8262, option 2, to speak with your Primary Care team nurse”.  OR….
Example B: if you decide to go ahead and process the refill …..
“Your prescription is refillable and has been processed. You should receive it within xx days”.  (Don’t include any details about what the Rx was or what it is for in the email)

b. If a patient wants to confirm an upcoming appointment, your reply would be:
“Yes, your appointment is on DATE/TIME”. (Do not mention the clinic name) or….
“No, you do not have an appointment on that date; please call 1-800-461-8262, option #2 to speak with a scheduling clerk.”
c. If a patient asks for more complicated information.
Example C: Patient emails requesting further explanation or information about their medical condition or a prescription. (Patient had a reaction to the medication, etc.). Your reply: “Please call 800-461-8262 option 2, to speak with your Primary Care team nurse”.

2. Don’t elaborate, keep it simple!

Remember to permanently DELETE all patient emails.
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Mailing Personally Identifiable Information (PII) and other Sensitive Information

1. What is Personally Identifiable or Sensitive Information?
A. Sensitive Information means any information about an individual, including the following:
(1) Education, financial transactions, medical history, and criminal or employment history.
(2) Information that can be used to distinguish or trace the individual’s identity, including name, social security number, date and place of birth, mother’s maiden name, or biometric records.
B. Protected Health Information (PHI or PII)) is all individually-identifiable health information maintained or transmitted by a covered entity or its business associate, in any form or medium, whether electronic, paper, or oral.
(1) It is created or received by a health care provider, health plan, or health care clearinghouse;
(2) It relates to the past, present, or future condition of an individual and provision of or payment for health care; and
(3) It identifies the individual

2. [image: ]Special Attention Mail envelopes
These special sensitive brown mail envelopes should be used for all mail distributed between VA locations or VA business associates.
a. Place your sensitive information inside of an interoffice or other envelope.
b. Then place that envelope into the Special Attention Mail envelope.
c. A person’s NAME needs to be filled in the “To Be O pened by” space on the envelope.
d. The room number or clinic name should also be filled-in on the envelope.
e. SEAL the envelope.

3. Sensitive Information Warning Sheets – These cover sheets can be used in lieu of the above, when used as follows:
1. Cover Sheet #1 is paper-clipped or stapled to the front of the document.
2. Place sensitive document in an envelope.
3. Cover Sheet #2 is stapled or taped to the outside of the envelope. Cover Sheet #1	Cover Sheet #2














Questions? Please contact the Privacy Officer, ext. 4311
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Taping/Recording Conversations and Taking Photographs

[image: ][image: ](Telephone conversations, digital voice recorders, cassette tape recorders, tape or digital video recorders, digital cameras, cell phones and
cell phone cameras).
[image: ]Video or Voice Recordings:	[image: ]

Individual employees and/or patients must give their written authorization prior to being videotaped or recorded unless the purpose is for direct treatment, i.e. echocardiogram.
Permission MUST be obtained!

· [image: ]Patients are not permitted to record a clinical treatment or procedural episode of care unless the provider gives their written authorization and a copy of the recording is made available to the facility.
Oral consent must be included and maintained within the recording.
· If in a group setting, and an individual requests to record the session, all participants must give authorization prior to recording the session; if one person objects, the session cannot be recorded.

· Photography - Authorization to take photographs within a Federal facility must be [image: ]      previously obtained from the VA Public Affairs Office.
· [image: ]An employee shall not record a conversation with another party without the written authorization or oral consent of the individual.	[image: ]
Concerns, complaints of unauthorized recordings should be reported to the Public Affairs Office, or VA Police, immediately.
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Telephone Communications and… Facility Directory Opt-Out

Patient Phone Calls – The rules about phone conversations with patients are as follows:

1. If we, VAMC, call the patient, we CANNOT ask for any sensitive information (SSN, home address, date of birth, etc.).

2. If someone calls the VA, we can and should ask any questions to verify that the caller is the patient, the patient’s spouse or relative, or the patient’s care giver. The following are good challenge questions to ask before giving the caller any information about a patient in our care:

· What is the patient’s date of birth?
· What is the patient’s home phone number?
· What is the patient’s full social security number?
· What is the patient’s home address zip code?
3. Once you have confirmed the caller as the patient, spouse or care giver, only discuss that health information related to your specific area of care.
4. If you, as the provider who has met and seen the patient or the spouse on numerous occasions, are absolutely familiar with their voice, there is no need to go through this verification process.
5. The most important thing about telephone calls is that we know to whom we are speaking to and that personal health information is not inadvertently disclosed to an unauthorized person.
Facility Directory Opt-Out
Inpatients have the right to not allow visitors, callers, or anyone to know that they are hospitalized. If a patient has elected to OPT-OUT, no information, including the fact that they are a patient here can be given to anyone - this includes family, friends, colleagues, deliveries (i.e., flowers, cards, etc.) or anyone asking about the patient.  Staff must first verify that the patient has agreed to allow such information to be disclosed. To find out if a patient has OPTED-IN or OUT, go into Vista and print the inpatient directory for your ward.
1. Type in ^Inpatient Listing
2. At ….SORT BY: type... WARD
3. At…..START WITH WARD LOCATION: FIRST// type….ICU or 4E or 4W or NHCU
4. At…..GO TO WARD LOCATION: LAST// press ENTER
5. Select division: ALL// 1
6. Select another division: press ENTER
7. PRINT WITH WARD BREAKOUT? NO
8. Type in your printer information (format #10)
Patients whose names are preceded by this symbol ! in the Facility Directory have opted to NOT have their information disclosed to ANYONE. Your scripted response regarding this patient is “I am sorry, but I do not have any information I can give you on whether Mr. XXXXXX is a patient.” If the caller persists, refer them to the Privacy Officer ext. 4311
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Releasing Copies of Medical Records
(Patients have the right to obtain a copy of their health information)

1. Main CMCVAMC Facility
a. Patients desiring copies of “same-day” notes for themselves – may be given to patient by provider without written authorization.
b. Patients desiring copies of other than “same-day” records must be sent to Release of Information (ROI). ROI will have the patient fill out and sign VA FORM 10-5345a.
c. Departments and clinics will maintain a supply of the above referenced blank forms for patients who wish to take the form home to fill out and/or who do not want to go to ROI.

2. Community Based Outpatient Clinic (CBOC) – CBOCs will only release medical information generated by their own CBOC providers.
a. Patients desiring copies of “same-day” notes for themselves – may be given to patients by providers without having written authorization.
b. Patient desiring copies of other than “same-day” notes for themselves.
1) Patient must fill-in and sign VA Form 10-5345a.
2) Upon receipt of ROI form, the PSA can give patient a printout of the desired Progress Notes.
3) PSA will initial upper right corner of form and write the word DONE and initialing it, indicating that information was given to patient.
4) VA Form 10-5345a will be sent to ROI for processing into the DSS ROI software.
3. Patients desiring copies of records to be sent to outside Non-VA entities.
a. Patient must fill-in and sign VHA FORM 10-5345.
b. The ROI form will then be sent to the ROI section for processing and recording into the DSS ROI software.
4. Copies of filled-in and processed ROI forms are NOT to be kept in any clinic. They must be forwarded to the Release of Information Department
5. Deceased patients – Requests for records of deceased patients must be made through the Freedom of Information Act (FOIA) office. Request must be in writing, signed, and must prove relationship to the patient.  Requestor must also supply a copy of the death certificate, executor of estate, or short certificate
b. Request will be forwarded to the Release of Information for logging and forwarding the FOIA officer for approval.  The FOIA officer will review and process in the FOIA system. Release of Information will only print the records for the FOIA officer once the request is closed and ready for mailing.
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Medical Statements and Completion of Forms by VA Health Care Providers (VHA Directive 2008-071)

a. Non-VA Medical Forms. Veterans may ask VA health care professionals, including primary care and specialty practitioners, to complete forms that require a medical professional’s assistance.
(1) Although the primary care provider typically receives the form from the veteran, when completion of the form extends beyond the scope of the primary care provider, additional input  from appropriate specialty services may be considered (e.g., functional assessments from Physical Medicine and Rehabilitation (PM&R), Occupational Therapy, etc.).
The practitioner completes these forms at the time of the visit, or requests the veteran return to pick up these forms at another time, especially if not all information is available to the practitioner, or the form is lengthy and may cause an undue delay in the provider’s schedule.
(2) All medical forms completed on behalf of the veteran require that the individual sign VA Form 10-5345a, Individuals Request for a Copy of Their Own Health Information, and local procedures must be followed for obtaining this authorization. Examples of these non-VA forms include, but are not limited to:
(a) Family Medical Leave Act forms.
(b) Life insurance application forms.
(c) Non-VA disability retirement forms.
(d) State workers’ compensation forms.
(e) State driver’s license or handicap parking forms.
(f) ) Social Security Administration (SSA) examination forms.

b. Non-VA Medical Statements. Veterans may request a descriptive statement be put into their electronic health record regarding the current status of an existing medical condition, disease, or injury that includes a statement of diagnosis, prognosis, and assessment of function for purposes other than VA disability claims.
(1) The veteran must sign VA Form 10-5345a, and then be responsible for forwarding the veteran's own information to the requesting entity.
(2) If the veteran requests that the form be sent directly to the requester (e.g., insurance company, etc.) then the veteran must sign VA Form 10-5345, Request for an Authorization to Release
Medical Records of Health Information.

c. ROI Procedures. In all cases, prior to releasing any statements or forms, the veteran is required to sign either VA Form 10-5345a or VA Form 10-5345.

	
	Please see reverse side of this page for complete step by step process for completing Non-VA medical forms.
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Process for Completing a Non-VA Medical Form

Patient arrives at VAMC with a form to be completed by provider




Yes	NoPatient proceeds to Release of Information (ROI) Office



Does patient have an appointment?

Proceed to clinic for appointment


	




	Clinic clerk has patient sign 10-5345a“ “Individuals Request for a Copy of Their Own Health Information “


Patient signs 10-5345a



	10-5345a is sent to ROI office via inter- office mail for scanning into CPRS
Clerk enters request into ROI software for tracking





Yes
Clinician completes form and returns to patient

Is provider able to complete Form at time of Visit?

10-5345a is scanned into CPRS





NoForm is sent to provider for completion and returned to ROI Office
Form is mailed or patient is called to pick up




Patient is informed that VAMC staff will call when form is ready for pick-up
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Requests to Amend Medical Records

All requests to amend a medical record must meet the following criteria:
· A request to amend a medical record must be in writing.
· It must clearly state what needs to be amended (progress note comments, name)
· It must clearly state what action is being requested (change, delete/omit, correction)
· It must be signed
1. The request has to clearly indicate one or more of the following types of amendments:
a. Name Change Requests require documentation. Please note that general clerical errors can be corrected by Registration services.
(1) Must be written – (we have a form that patient can use).
(2) Copy of legal document required - court decree or court certifications.
(3) Driver’s licenses or SSN cards are no longer acceptable for name changes.
b. Omissions (deletion of something that the patient believes is not true)
(1) Example: VA record states…. “pt is married with two children”
(2) Patient states that she does have two children, but never married. Patient asks that “married” comment be deleted or omitted because it is not true.

c. Addendums: (patient feels that a comment or data is inaccurate, untimely, incomplete, or irrelevant.
(1) Example 1: VA record states…“pt served in Vietnam from 1966 to 1970….” Patient states that service years should be 1966-1968.
(2) Example 2: VA record states… “pt was shot in left shoulder….” Patient states comment is inaccurate, was shot in right shoulder.
(3) Example 3: VA record states… “pt looks like he just got out of bed….” Patient states that comment is not relevant to his medical care or treatment.
(4) Example 4: VA record states… “pt takes seven 325mg aspirins daily.
Patient wants record to state why he takes aspirin 7 times a day – because of his pain, headache, etc. (comment as is, is incomplete)
2. The processing will be done entirely by the Privacy Officer (PO) or Alternate.
a. PO will send a letter acknowledging receipt of the request.
b. PO will send a letter asking for more information, if needed.
c. If request is granted, the PO will send a letter to patient stating that it was granted.
d. If request is DENIED, the PO is required to send a letter signed by the Director, informing patient of the denial and stating the reason(s).
3. All Requests to Amend Medical Records must be sent (or faxed 215-823-7816) to:
CMCVAMC VA Medical Center 3900 Woodland Avenue Mail Stop #00

Philadelphia, PA 19104
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Functional Categories

The Health Insurance Portability and Accountability Act (HIPAA) requires the Department of Veterans Health Administration (VHA) to identify which employees or classification of employees require access and use of protected health information to accomplish their official job duties and tasks assigned. VHA Handbook 1605.2, Minimum Necessary Standard for Protected Health Information establishes requirements and guidelines.

http://www.va.gov/vhapublications/ViewPublication.asp?pub_ID=2858


Examples Below:

	
	
Functional Categories (Class of Persons)
	
Type of Protected Health Information Accessible
	
Allowable Systems of Records for Limited Access
	
Conditions for Access to Information
	

	
	
Direct Care Providers
	
Entire Medical Record
	
	
Treatment of Individuals
	

	
	
Indirect Care Providers
	
Entire Medical Record
	
	
In support of treatment of individuals
	

	
	
Police and Security Service
	
No Need for access to PHI
	
	
Security Police, and Police Staff
	

	
	
Operations Support and Environmental Services
	
No need for access to PHI
	
	
Contracting, Human Resources, Acquisitions, Environmental, Engineering, Employee Education Service, Forms, Publications, and Library
	

	
	Veterans Canteen Service
	No need for access to PHI
	
	Cafeteria, Retail Store
	

	
	
Health Information Support Services
	
Entire Medical Record
	
	
Assign diagnostic codes to transcribe, file, release information, and provide or input registry data
	

	
	
Indirect Care Providers
	
Entire Medical Record
	
	In support of treatment of individuals
	



Disciplinary Actions/Sanctions for Privacy Act Violations

Sanctioning of Employees, Agents, and Contractors
The HIPAA Privacy rule requires that sanctions be imposed against members of a Covered Entity’s (VA) workforce. The rule also requires VA to have written policies and procedures for the application of appropriate sanctions for violations of this subpart and to document those sanctions.

Accordingly, VA has established and will apply appropriate sanctions against members of its workforce, as well as other agents and contractors, who fail to comply with its policies and procedures. Under HIPAA, penalties for misuse or misappropriation of health information include both civil monetary penalties and criminal penalties.

Title 38 - Penalties for Privacy Violations

VHA Handbook 5021, APPENDIX A. TITLE 38 - TABLE OF PENALTIES,
Item #35

	
	NATURE OF OFFENSE
	1ST OFFENSE
	2ND OFFENSE
	3RD OFFENSE

	
	35. Violation of the Privacy Act.
	Minimum/ Reprimand

Maximum/ Discharge
	Minimum/ 10 days

Maximum/ Discharge
	Minimum/ Discharge




Title 5 - Penalties for Privacy Violations

VHA Handbook 5021, APPENDIX A. TITLE 5 – TABLE OF EXAMPLES AND PENALTIES
Item #34

	NATURE OF OFFENSE
	1ST OFFENSE
	2ND OFFENSE
	3RD OFFENSE

	34. Violation of the Privacy Act.
	Minimum/ Reprimand

Maximum/ 10 days
	Minimum/ 10 days

Maximum/ Removal
	Minimum/ Removal


[image: ]	

Reporting Privacy Complaints and Violations




As VA employees we have a legal obligation to protect the personal information of all patients and employees. We must report all actual or potential incidents involving patient medical and personal information to your Privacy Officer as soon as possible.

Because “Privacy is Everyone’s Business”, it is important that we all know how to report Privacy incidents or violations when they occur. We also need to exercise caution before discussing actual or potential incidents with anyone other than your Privacy Officer or ISO.

[image: ]Definitions:
A. Privacy Complaint: The formal registration of a personal grievance concerning an actual or suspected breach of personal information.
Under Federal Privacy law and regulations, a complaint can be filed by a veteran, a veteran's family member, VA employee, or other
member of the public.

B. Privacy Violation: A reported or personal observance by the Privacy Officer, of any actual or suspected breach of privacy of personal information under Federal Privacy law and regulations.
C. Privacy Breach: Any Access, communication, use or disclosure of personal information that is in noncompliance with applicable Federal Privacy law and regulations. The determination that an actual breach has occurred is made by the Privacy Officer after a privacy violation or complaint has been investigated.
D. Disclosure: The exposure and/or transmission, whether intentional or involuntary, of patient or employee personal information to anyone who does not have authorized access to that information.

 Unauthorized DISCLOSURES
VIOLATIONS
Lead to
Which lead to
COMPLAINTS


That could result in a…BREACH


A Privacy breach, in 2006, cost the VA…...$20 million dollars!

[image: ]Examples of Privacy Violations
1. A group of employees, at a lunch table, openly discuss a particular patient’s medical conditions, with details, patient name etc.

Unauthorized DISCLOSURE that could result in a formal Privacy complaint and sanctions.


2. Out of curiosity only, a co-worker with CPRS access opens another employee’s medical information in CPRS.

Unauthorized ACCESS violation that could result in a formal Privacy complaint and disciplinary actions.


3. An employee leaves an office open and unattended, leaving printed patient PII (Personally Identifiable Information) uncovered and unprotected on a desk.

Privacy VIOLATION that can result in disciplinary action.


4. A clinician openly discusses a patient’s medical condition, with the patient, but in the clinic check-in, check-out area where other employees and patients overhear the conversation.

Unauthorized DISCLOSURE violation that could result in a formal Privacy complaint and disciplinary actions.



5. At a patient’s request, a provider prints the Progress Notes made by another provider so the patient does not have to go to Release of Information.

Unauthorized DISCLOSURE that can result in disciplinary action.


6. A co-worker leaves his workstation to use the printer in another area and leaves the computer on displaying patient information open to view by passersby.

Both a Privacy and Information Security Violation
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	Reporting Privacy Violations

1. Write down what was seen.
· When did it occur?  The date and time.

· Whose Privacy was breached?  A patient or an employee?
a. Patient’s name
b. Patient’s social security number
c. Employee’s name - work section or clinic name, phone extension

· Describe what occurred – The incident.

a. Was a patient’s Personal Identifiable Information disclosed to others who did not need to know?

b. To who was the information disclosed?
· The Public
· Other patients
· Other employees
c. How was information disclosed?
· Unencrypted email sent to (number of email recipients)
· Trashed (Found in a trash container)
· Found on cafeteria table, patient waiting area, where?
· Left visible and unattended in work area? (Who’s workstation?)
2. The Privacy Officer will document, investigate and resolve the incident. (Depending on the seriousness of the incident, other VA organizations may get involved).

3. A written response will be sent to the complainant.

	Person to notify immediately

· Privacy Officers– Tanya Earle/Celita Rivera
· [bookmark: _GoBack]Phone Extension 4311  bldg. 1, Room A154B
· Outlook email – vhaphiprivacyofficer@va.gov                                        Remember to ENCRYPT your Outlook message by clicking PKI or RSM on your Outlook taskbar before sending the message).	After business hours you may also report an incident/complaint to the Administrator on Duty (AOD) who will contact the Privacy Officer.
	

	
[image: ]	[image: ]                                            
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The Privacy Officer was Here!

The following Privacy violation was observed:
( Pll = Personally Identifiable Information )

[ 1 Pll left uncovered/visible in unattended admin/nursing/workstation area.

[ 1 Computer left unlocked and unattended in admin/nursing/workstation area.
[ 1 Computer left unlocked and unattended - with Pll visible on the PC monitor.

[ ] Office/room left open/unattended with uncovered/visible PIl on work area.

[ 1 PlI, printed by ___, left on open-area printer/copier.

Date: Time:
Clinic/Floor:
Office/Room/Workstation:

Name (on door/workstation):
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The Privacy Officer was Here!

The following Privacy violation was observed:
( Pll = Personally Identifiable Information )

[ 1 Pll left uncovered/visible in unattended admin/nursing/workstation area.
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